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...SPECIFICATION destinations uses a very simple list of links, instead of 
enumerating a long and often ***changing*** list of destinations. 

The solutions can be locally implemented in one Service Provider, 
without the. . . 

...ISP). Preferably, the routing table containing the assigned cost classes 
is provided in a Network Access Server (NAS) of the ISP through 

***which*** the user accesses a Local Area ***Network*** of the ISP. 

It will be appreciated that the invention is applicable for collecting 

★★•★charging*** information relating to any packet switched data service. 
This includes WWW access, e-mail, Telnet, FTP etc. 

Preferably, a "map" of the data network (or a local region of the 

★★★network*** , i.e. "autonomous" area) is constructed, using ***the*** 
OSPF protocol, to select the next hop for each group of destination 

***addresses*** . On the basis of an identified shortest path, a 
cost class is allocated to the path and hence to the associated 
destination address range. 

According to a second aspect of the present invention there is 
provided apparatus for collecting charging information relating to 
usage of a packet -switched data networJc by a network 
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user, the apparatus comprising: 

a router in said the networJt having a memory storing a routing 
table containing a set of destination address ranges and. . . 
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.SPECIFICATION The network may include a data storage area in which, 
against each originator identifier, are stored allowed recipient 
identifiers for communications designating that originator identifier. 
The potential for fraud is thus... 

.originating network can easily be identified. The identifiers may 
comprise originator and recipient identifiers, and charges may be 
directed towards the network associated with the originator identifier. 

According to the invention a charge allocation system is provided 
for a communication network as described herein comprising a 
communication monitoring point and a charge allocation sub- system, 
the network being arranged to accept communications including one 
of a plurality of user identifiers associated with respective 
predetermined charging schemes in each of a source identifier field 
and a destination identifier field, and the charge allocation 
sub-system storing user information, associated user identifiers, 
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and respective corresponding charging schemes, wherein the communication 
monitoring point is arranged. . . 

...in the destination and/or source identifier fields of a communication 
and transfer the identifier information to the charge 
allocating sub- system to determine the ***charging*** scheme. 

According to the invention there is further provided a method of 
allocating charges in a communication network for a plurality 
of users in which one or more users is assigned a plurality of user 
identifiers each associated with a respective predetermined 
charging scheme, communications in the network include 
destination identifier and source identifier fields in which the user 
identifiers are held, and a communication monitoring point monitors the 
user identifiers to establish an appropriate ***charging*** scheme. 

Embodiments of the invention will now be described, by way of example, 
with reference to the drawings of which: 

Fig. 1 is a schematic illustration of a prior art ***network*** 
including access control; 

Fig. 2 is a schematic illustration of a prior art network including... 

...CLAIMS 2 to 4 including a data storage area in which, against each 
originator identifier, are stored allowed recipient identifiers 
for communications designating that originator identifier. 

6. A communication ***network*** as claimed in any preceding claim 

including a data storage area for storage of user 
information, allocated user identifier, and associated 
***charging*** scheme . 

7. A communication ***network*** as claimed in any preceding claim 

arranged to operate in conformance with the ISO communications 
protocol, and in which communications are passed at ISO layer 3. 

8. A multi- ***network*** communication system comprising a plurality of 

communication networks as claimed in any preceding claim. 

9. . . 
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. . . SPECIFICATION table. 

(Figure 281) is a list (2) of the SMLP table. 
(Figure 2 82) is the block diagram showing the entire 
configuration of the RMLP. 

(Figure 283) shows the outline (1) of the functions of each 
***block*** of the RMLP. 

(Figure 284) shows the outline (2) of the functions of each 
***block*** of the RMLP. 

(Figure 285) shows the route (1) of the test cell in the... DA). 

(Figure 474) shows the printout result of the MESH-MH PVC test (using 
an ***allocated*** DA) . 

(Figure 475) shows the outline of the MH-COM diagnostics. 

(Figure 476) shows an. . .The broadband switching system according to 
the present embodiment can directly support an SMDS subscriber 

***network*** interface. 

Although the SMDS is well applicable to the ATM (the cell format of 
the .... 

. . .rather than software. 

2 . Explanation of Hardware according to .the present embodiment 

2.1 ATM ***Network*** for small host 

Figure 4 shows the configuration of the typical hardware of the 
broadband switching system according to the present embodiment. Figure 4 
actually shows an ATM ***network*** for a small host. 
2.1.1. ATM Subscriber Switch (ASSW) 

The ASSW provides ports (subscriber interfaces) for various types of 
subscribers and ***network*** interfaces. The subscriber interfaces 
include subscriber-networJfc interfaces (SNI) in the SMDS, user 

***network*** interfaces (UNI) in the frame relay, and B-ISDN ATM UNI. 
The network interfaces include... 

...in the same 4x4 size. 

Pairs of multiplexer cards to support each of the 4 network 
ports may be equipped individually. Each pair of multiplexer cards 
provides for 4 ***network*** ports. 

The shelf also contains 2 pairs of common cards, a pair of cell clock 



. . .processing equipment. 

2.1.3.2; Daisy Chaining 

The above described shelves serving subscriber and network 
interface's can be connected to the ATM switching network with a 
single shelf connected to each of the 16 ports on the switch. If... 
handler unit . 

* DS1/DS3 Interface Unit 

* Termination of level 1 (physical layer) of subscriber interface/ 
network interface 

* Termination of ATM layer of SNI level 2 

* Performance monitor 

* Message Handler 

* Termination of . . . 

. . level 2 
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* SNI level 3 functions (format check, address screening, routing, 
flow control) 

* Data collection (Network traffic management, network 

data collection, billing) The SMDS can be also provided 

over the B-ISDN (ATM) subscriber interface through the ... operations . 

(1) Loopback function of a cell with a 0 bit added to its tag 

area 

(2) Loopback function of all cells 

(3) Loopback function of a cell assigned a specific VPI/VCI 

(4) Line Loopback function Figure 83 shows the implementation 
position of . . . 
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...SPECIFICATION sent over the credit network via the communications link 
of Figure 4 which includes the information describing how the hand 
held device is to access that ***network*** . That is, it includes the 
information which properly identifies the requester used for 
establishing that the transaction is a legitimate transaction to make a 
***charge*** against a given account. This is highly secure 
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** information*** that is kept in the application card. If there is 
change to this information such as a password change or update 
relative to identifying the restaurant as the source on the network 
, this information would also written into the card by the manager 
as well and then protected so that it could not be accessed by restaurant 
employees. As shown in the table, an ***area*** of ***memory*** 10 
corresponding to 8 blocks has been allocated for storing the 
program code for application microprocessor Al. The blocks have 
associated therewith, words... 
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...SPECIFICATION If that CRC check fails, the packet is discarded by the 

XLH which recycles the ***allocated*** ***memory*** ***block*** . the 

XLH 

manager passes the header and the identity of allocated 

***memory*** for the packet to the source checker 307. The XLH manager 
recycles memory blocks if any of the source checker, router, or 
NIM queue manager find it impossible ... is now available for use for a 
new message. Memory manager 3 01 sends this release ***inf ormation*** to 
memory distributor 303 which distributes memory to the various XLH 
managers 305 for allocating memory to the XLHs . 

Source checker 307 also passes billing information to operation, 
administration and maintenance (OA&M) MINT processor 315 in order to 
perform billing for that packet and to accumulate appropriate 
statistics for checking on the data flow within the MINT and, after 
combination with other statistics, in the MAN ***network*** . Router 309 
also informs (OA&M) MINT processor 315 of the destination of the packet 
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...SPECIFICATION If that CRC check fails, the packet is discarded by the 

XLH which recycles the ***allocated*** ***memory*** ***block*** . The 

XLH 

manager passes the header and the identity of allocated 

***memory*** for the packet to the source checker 307. The XLH manager 
recycles memory blocks if any of the source checker, router, or 
NIM queue manager find it impossible... 

...is now available for use for a new message. Memory manager 301 sends 
this release infoimation to memory distributor 3 03 which 

distributes memory to the various XLH managers 3 05 for allocating memory 
to the XLHs. 

Source checker 3 07 also passes billing information to operation, 
administration and maintenance (OA&M) MINT processor 315 in order to 
perform billing for that packet and to accumulate appropriate 
statistics for checking on the data flow within the MINT and, after 
combination with other statistics, in the MAN ***network*** . Router 309 
also informs (OA&M) MINT processor 315 of the destination of the packet 
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Detailed Description 
scheme may 

comprise all charges to user associated with identifier 
in source identifier field. The ***network*** may include a 
data storage area in which, against each originator 
identifier, are stored allowed recipient identifiers for 
communications designating that originator identifier. 

The potential for fraud is thus reduced. 

The network may include a data storage area for 
storage of user information , allocated user identifier, 
and associated ***charging*** scheme. 
The network may be arranged to operate in 
conformance with the ISO communications protocol, in 
which communications are passed at ISO layer 3. 

A multi-netwrorJfc communication system may be provided 
comprising a plurality of communication networks as 
herein described, and. . . 

Claim 

comprises all charges to user associated with 
identifier in source identifier field. 

S. A communication ***network*** as claimed in any of the 
claims 2 to 4 including a data storage area in which, 
against each originator identifier, are stored allowed 
recipient identifiers for communications designating that 
originator identifier. 

is 6. A communication ***network*** as claimed in any preceding 
claim including a data storage area for storage of user 
information, allocated user identifier, and associated 
***charging*** scheme. 

7 A communication networJfc as claimed in any preceding 
claim arranged to operate in conformance with the ISO 
communications protocol, and in which communications are 
passed at ISO layer 3. 
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8 A multi-networJc communication system comprising a 
plurality of communication networks as claimed in any 
preceding claim. 
9. . . 
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same or a different RPCU 56. The RPCU 56 may 
be connected to a communications network, such as an ordinary 
telephone line 58 which connects to a local switch 60. The 
switch connects to a telephone network, such as a public 
switched telephone ***network*** (PSTN) 62. The customer may have 
personal information, such as a telephone or personal 
communications number, call forwarding and routing 
information, account information, credit and billing 
information, and the like stored in a telephone network 
database, known as the Home Location Register (HLR) 64 f 
servicing the customer's home ***area*** 

The 192 0-1930 MHz band was previously allocated to 

licensed point-to-point microwave communication. The FCC has 

instituted strict requirements on-the. . . 
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same or a different RPCU 56. The RPCU 56 may be connected to 
a communications network, such as an ordinary telephone line 
which connects to a local switch 60. The switch connects 
to a telephone network, such as a public switched telephone 

***network*** (PSTN) 62. The customer may have personal informa 
tion, such as a telephone or personal communications number, 
call forwarding and routing information, account information, 
credit and billing information, and the like stored -in 
a 

telephone network database, called a Home Location Register 
(HLR) 64 servicing the customer's home ***area*** 

The 192 0-193 0 MHz band was previously allocated to 

licensed point-to-point microwave communication. The FCC has 

instituted strict requirements on the... 
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code is the algorithms and 
encryptions that allow messages to be sent over the 
credit network via the communications link of Figure 4 
which includes the information describing how the hand 
held device, is to access that ***network*** . That isl it 
includes the information which properly identifies the 
requester used for establishing that the transaction is a 
legitimate transaction to make a charge against a given 
account. This is highly secure ***inf ormation*** that is kept 
in the application card* If there is any change to this 
information such as a password change or update relative 
to identifying the restaurant as the source on the 
network, this information would also be written into the 
card by the manager as well and then protected. . . 

. . .RULE 26) , 

could not be accessed by restaurant employees As shown 
in the table, -an area of memory 103a corresponding to 8 
blocks has been allocated f or storing the program code 
for applicAtion microprocessor A3, The blocks have 
associated therewith. 
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